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Provided "as is" without any warranty of any kind.

Your final score:

{
A
Date/Time: Sep 5th, 2026 02:28 cmT+0
Server IP: 5.161.242.87
Location:  Ashburn, United States == +
C
Input URL:  https://opensolr.com
Tested URL: https://opensolr.com/ F
The website is accessible via HTTPS protocol, all web traffic between your browser Information
and the website is encrypted. Test the encryption with our SSL Security Test.

Test Results Summary for opensolr.com

E The Privacy Policy was present on the website, but the Cookie Policy was not found. The copyright notice is up-to-
date. Show details.

4 first-party cookies were found on the tested website page. No third-party cookies were found on the tested
website page. Show details.

No tracking pixels were found on the tested website page. Show details.

No data was found in Local Storage. Show details.

Full Test Results: https://www.immuniweb.com/privacy/opensolr.com/BwITXGxc/
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r—"
:_l:l_: No external XHR requests were identified on the website page. Show details.

O Third-party content was identified on the website page, including 2 external fonts from 1 domain. Show details.

No web forms submitting data to an external domain were found. Show details.

® No significant anti-scraping protections were detected. Show details.
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=] Website Privacy Policy Report

Website privacy policy (or privacy notice) is an essential legal document that governs how your personal data is used by
website operator. Cookie consent banner allows website visitor to control use of third-party or tracking cookies. Both are
required under the majority of privacy laws and regulations.

Privacy Policy was found on the website Good configuration
Cookie Policy was not found on the website Information
The copyright notice is up-to-date: © 2011 - 2026 Opensolr Good configuration

Full Test Results: https://www.immuniweb.com/privacy/opensolr.com/BwITXGxc/
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Website Tracking Pixels Report

Pixel tracking, also known as pixel-based tracking or web beacon tracking, is an intrusive method of user tracking in online
advertising used to monitor user habits, interests or interactions across different websites and social media platforms for
targeted advertising. This technique usually inserts an invisible to human eye tracker (a pixel or web beacon) into a web
page code.

There are no tracking pixels found Good configuration
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(>y Website Cookies Analysis Report

Cookies are small files that websites save on your computer or mobile device to remember your preferences, such as
website language or search history. However, cookies, especially third-party cookies, can be used for user tracking across
different websites and collection of personal data for targeted advertising.

First-Party Cookies

All first-party cookies have a Secure flag Good configuration

All first-party cookies have an HttpOnly flag Good configuration

Name Value Domain Path Expires Samesite Secure  HttpOnly

live_api_key ggggggiglzgg; .opensolr.com / Oct 10th, 2027 Lax

oslr_lang Ztlitrzfl(:r%i?’:gil;m opensolr.com / Session Lax Yes Yes

live_oslIr sflf\/BxiiLll)ll)dc;Rz\I/:K " .opensolr.com / Dec 14th, 2026 Lax Yes Yes

ajax_id igjgiiggggif .opensolr.com / Sep 5th, 2027 Lax Yes Yes
Third-Party Cookies

There are no third-party cookies Good configuration
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Website Use of Local Storage Report

Local Storage is a persistent key-value based storage in a web browser, which allows storing various information required
for better interaction with a website. Local Storage, however, can be misused to store persistent tracking information to
trace and profile website visitors in a highly intrusive manner.

No data has been set in the Local Storage by the website Information
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‘0! Website XHR Requests Analysis Report

XHR (XMLHttpRequests) are HTTP requests made to external websites by the website you visit. While XHR technology is
important for proper functioning of modern websites, it can also be misused to, among other things, send your personal
data to external resources or to inject tracking technologies and monitor your behavior on the website.

There are no external XHR requests found Good configuration

Full Test Results: https://www.immuniweb.com/privacy/opensolr.com/BwITXGxc/

This document is intellectual property of ImmuniWeb SA and must never be used for any commercial purposes without
express written permission. Please report any violations to info@immuniweb.com

Copyright © 2026 ImmuniWeb SA 8/17


https://www.immuniweb.com/privacy/opensolr.com/BwlTXGxc/
mailto:info@immuniweb.com

WWWWWWWWWWWWWWWW

Website Third-Party Content Analysis Report

External web content hosted on remote web servers, such as Java Script or CSS files, are indispensable components of
modern websites. However, each time a remote content is loaded, the remote server collects user IP address and some
other information that may potentially be misused to track user behavior and collect personal data.

Iframes

An external iframe is an HTML element used to embed content from a different domain within a web page. It allows web
developers to display external content, such as documents, videos, or entire web pages, within the context of their own site.

There are no external iframes found Good configuration

External JavaScript Files

There are no external JavaScript files found Good configuration

External CSS Files

There are no external CSS files found Good configuration

External Images

There are no external images found Good configuration

External Media Files

There are no external videos found Good configuration

There are no external audios found Good configuration

External Fonts [2 in Total]
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2 Fonts | fonts.gstatic.com [United States] =

URL

https://fonts.gstatic.com/s/spacegrotesk/v21/V8mDoQD jQSkFtoMM3T6r8E7mPbF4C_k3HqU.woff2

https://fonts.gstatic.com/s/spacegrotesk/v21/V8mDoQD jQSkFtoMM3T6r8E7mPb94C_k3HqUtEwW.woff2
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Website Web Forms Report

Web forms allow users to interact with websites in many useful ways. However, before submitting a web form with your
personal data or other sensitive information, make sure that the website has a privacy policy that provides you with
acceptable level of data protection.

No web forms submitting data to an external domain were found Good configuration
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@5@, Protection from Data Scraping Test

Many companies rely on Al bots to scrape website content, using the collected data to train their machine learning models.
To safeguard information, website owners can apply different techniques to detect, limit, or block scraping activities carried
out by these bots.

Robots.txt Rules User-Agent Blocks Meta Tags Protection vs. Bots

0 0 0 0

Default Rules

The website has the following default access rules for all crawlers defined in robots.txt, unless overridden by more specific
rules below.

User—agent: *

Disallow: /admin

Disallow: /cgi-bin/

Disallow: /files

Disallow: /billing

Disallow: /solr_manager/stripe

Disallow: /solr_manager/stripe*

Disallow: /stripe

Disallow: /solr_manager/tika_autocomplete
Disallow: /solr_manager/tika_autocomplete* Raw Value
Disallow: /stripe*
Disallow: /api/stripe
Disallow: /api/stripe*
Disallow: /system/cms/
Disallow: /files/download
Disallow: /search/*
Disallow: /changelog$
Disallow: /changelog?
Disallow: /changelog/page/

GPTBot by OpenAl

Full Test Results: https://www.immuniweb.com/privacy/opensolr.com/BwITXGxc/
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Robots.txt Directives

No specific rule for GPTBot User-Agent(s) was found in robots.txt; default rules .
Information
apply.
Server-side Blocking
No server-side User-Agent-based blocking detected for GPTBot. Information

Gemini by Google

To control whether your website’s content can be used to train Google’s Al models (such as Gemini), Google follows the
special Google-Extended User-Agent directive in your robots.txt file.

Robots.txt Directives

No rule is specified for the Google-Extended User-Agent, so Google imposes no
restrictions on Al training and may use any content that its crawlers are allowed to Information
access.

However, Google-Extended does not crawl your site directly. Instead, it respects the access granted to other Google
crawlers: Googlebot, Googlebot-Image, Googlebot-Video, Googlebot-News, GoogleOther, GoogleOther-Image, GoogleOther-
Video.

Claude by Anthropic

Robots.txt Directives

No specific rule for ClaudeBot, Claude-User, Claude-SearchBot User-Agent(s) was .
: Information
found in robots.txt; default rules apply.
Server-side Blocking
No server-side User-Agent-based blocking detected for ClaudeBot, Claude-User, .
Information

Claude-SearchBot.
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Perplexity by Perplexity Al

Robots.txt Directives

No specific rule for PerplexityBot User-Agent(s) was found in robots.txt; default rules .
Information
apply.
Server-side Blocking
No server-side User-Agent-based blocking detected for PerplexityBot, Perplexity- Information
User.
Copilot by Microsoft
Robots.txt Directives
No specific rule for bingbot User-Agent(s) was found in robots.txt; default rules .
Information
apply.
Meta Tag Restrictions
No meta tag restricting usage of website's content found. Information
Server-side Blocking
No server-side User-Agent-based blocking detected for Bingbot, BingPreview. Information

DeepSeek by Hangzhou DeepSeek Artificial Intelligence

DeepSeek does not have public policy confirming that it will follow rules as defined in robots.txt. Use server-side blocking
based on User-Agent to restrict access.

Server-side Blocking

No server-side User-Agent-based blocking detected for DeepSeekBot. Information

Full Test Results: https://www.immuniweb.com/privacy/opensolr.com/BwITXGxc/
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Meta Al by Meta

Robots.txt Directives

No specific rule for Meta-ExternalAgent User-Agent(s) was found in robots.txt;

. . Information
default rules are ignored by this bot. ormatio

Server-side Blocking

No server-side User-Agent-based blocking detected for Meta Al Crawler. Information

AmazonBot by Amazon

Robots.txt Directives

No specific rule for AmazonBot User-Agent(s) was found in robots.txt; default rules

Information
apply.

Meta Tag Restrictions

No meta tag restricting usage of website's content found. Information

Server-side Blocking

No server-side User-Agent-based blocking detected for Amazonbot. Information

Apple Intelligence by Apple

To control whether your website’s content can be used to train Apple’s Al models (Apple Intelligence), Apple follows the
special Applebot-Extended User-Agent directive in your robots.txt file.

Robots.txt Directives

No rule is specified for the Apple-Extended User-Agent, so Apple imposes no
restrictions on Al training and may use any content that its crawlers are allowed to Information
access.
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Applebot-Extended does not crawl your site directly. Instead, it respects the access granted to other Apple crawlers:
Applebot. If no Applebot rule is present, Applebot follows the rules defined for Googlebot.

Server-side Blocking

No server-side User-Agent-based blocking detected for Applebot. Information

Doubao by ByteDance

Doubao is an Al chatbot developed by ByteDance, the company behind TikTok. ByteDance operates the Bytespider web
crawler, which may collect website content — potentially for training Doubao and other Al models. ByteDance does not have
a public policy confirming that Bytespider will follow robots.txt rules. Use server-side blocking based on User-Agent to
restrict access.

Server-side Blocking

No server-side User-Agent-based blocking detected for Bytespider. Information
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The End of Report

Upgrade from Free Community Edition to ImmuniWeb® Al Platform
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